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The trusted leader
IN cyber resilience.

in cyber resilience for more
than 25 years and counting.

G Gartner MQ Leader
12 years running

>3 Safeguard more than
8 3 exabytes of cloud data

FR  Only FedRAMP High
cyber resilience platform

@ Commvault

We have over 1.4K patents for
groundbreaking innovation:

6 The first to unify data protection for on-
prem, cloud and hybrid.

The first to integrate ransomware protection
into our platform.

EI The only to offer unique architecture with
= any-to-any portability and defense in depth
O

The only vendor to offer
Cleanroom Recovery.



Proactive, Multi-layered Security

Actively defend data and its recoverability

Unified Management

Software — SaaS - Appliance

ThreatWise™
Surface cyberthreats
in production

€> Auto Recovery
) Analyze, validate, &

orchestrate recoveries

Risk Analysis
Discover sensitive files &
prevent exfiltration

[@ ] Threat Scan
= Isolate malware, remediate
risks, & prevent reinfection

o> Backup & Recovery
[l Fast, flexible, &
reliable response

Security 1Q
Alerting & security
posture improvements

E On Premises | Multi-Cloud s..s@ SaaS Apps | Containers

A

Security Integrations

Visibility, coordination & countermeasures

v

> & @
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Architecture principe

OpenVMS-




Prerequis OpenVMS

HP

Operating system Processor architecture
HP OpenVvMS 8.4 tanium

HP OpenVMS 8.3 ltanium

Vsl
Operating system Processor architecture
V5l OpenVMS B.4-211 Itanium

HP stack such as TCP/IP ¥5.7-13ECOSF is supported.
MultiNet based TCP/IP stack is not supported.

V5l OpenVMS 8.4-2 Itanium

File System

The following file systems are 5uppr}rtedi
* On-Disk Structure 2 File System (ODS-2)

* On-Disk Structure 5 File Systermn (ODS-5)

Hard Drive

Component Space required

Software 32 ME

Job results folder | 256 MEB

Log folder 128 MB

Memory (RAM)

2 GEB or more

Natworld

HP TCF/IP Services configured on the OpenVMS server.
55H Services configured on the OpenVMS server.
MNo firewall settings between the OpenVMS server and the access node.

IPvE is not supported.




OpenVMS dans Commvault

= @Comm\fculf Q Search or type / for a command ® .[:_1. | Selectacompany v & commvault-nj\sweber v

‘ Overview HyperScale Virtualization Auto recovery Company Endpoint Data Insights Select dashboard

| Filter navigation...

F  Guided setup Overview CommCell ID: 39BE  Name: commservel  Version: 11.3410  Commvault platform release: 2024 @

i# Dashboard

Environment Needs attention
B Protect
HyperScale File servers VMs Laptops Users Servers Infra machines Jobs
Y Datalnsights 2 38 50 2 781 4 2 9
@ Auto recovery
SLA Jobs in the last 24 hours Health
B Jobs
@ Reports @ Critical
0,
82'93/7 Running ® Success CWE/CWW ® Failed Events 9
B Monitoring 29 1,023 16 281 3
@ Met: 34 (82.93%) Day-70 Day +16 Day +281
£ Sstorage ® Missed: 7 (12.07%) Week - 36 Week +16 Week + 281 Warning
Customer action pending 5
Ii Manage Service provider action pending o
How to improwve SLA
& Developer tools
Current capacity Storage space Storage
E Workflows
Library Type Total space Used space Date to be full
Commvault Backup and Recovery o -
@ Web console USING DiskLib_SkyH...Disk 123TB 44202 GB Now 30, 2031 Disk b
isk librar
1.7178/30Te smallLocalDi.. Disk 9995 GB 4007 GB Never v
1 My apps You are having encugh capacity 51932 GB
H# My app DiskLib_TFHS..Disk 123TB 74.36 GB Never
v AzureHot Cloud N/A 144 TB Mot Applicable
AmazonS3_Bl..Cloud N/& 715TB Mot Applicable
GoogleStora... Cloud N/A 7418 GB Mot Applicable .
Space savings
AmazonS3oh... Cloud N/A 9.82 GB Mot Applicable
91.47%
AzureEast2 Cloud N/& N/A Not Applicable

© Commvault 2023



E Commul.t. Q Search or type / for a command @ B .Q. |g| | Select a company v ‘. commvault-nj\sweber »

| Filter navigation... | File servers

*¢  Guided setup

Configure File Server
i# Dashboard

B Protect Select Type

Virtualization

Kubernetes
() File server (O Nas () Nutanix files () Qumulo file storage

File servers =

Databases

I
L

P 4
“
Object storage

Laptops
(O Cluster file server O BMi (® OpenVMS (O IBM Spectrum Scale (GPFS)

. ‘E;- <§;§>

Office 365

e

11T

Exchange
SharePoint

Active Direct
ive Directory O GlusterFs (O Lustre (O Azure NetApp Files

Salesforce
' Lustre. ng
o

Big data
Google Workspace
Epic EHR systems

DevOps

Archiving

W Nata Incinhie

© Commvault 2023 10



Add OpenVMS Server

o Server Configuration

2 | Backup Configuration

Server name *

OperVMS jupiter

Server Configuration

Hostname *

jupiterct.com

Base install folder *

/SYS$SYSDEVICE/SIMPANA/

OpenVMS user credentials

User name *

system

Password *

Confirm password *

© Commvault 2023
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Add OpenVMS Server

° Server Configuration Backup Configuration

e Backup Configuration Access node client*

Click to select -

Configure plan af)

0

Search plans by plan name +

Does not associate schedules from plan for DR subclient

3

Backup Airgap DC1to MCSS Cloud
Backup frequency 1day Primary storage type HyperScale
Copies 3 Associated entities 2

Backup example DB Only
Backup frequency 8 hours Primary storage type Cloud
Copies 3 Associated entities 0

Backup Plan Gold
Backup frequency 1 hour Primary storage type Disk
Copies 4 Associated entities 0

CANCEL PREVIOUS m

© Commvault 2023 12






Example Scale-up Architecture

Dedupe direct to
PRIMARY STORAGE WORKLOADS SECONDARY STORAGE o Cloud

)
INDUSTRY’S (no gateways )
BROADEST On-prem Multi-cloud Hybrid-cloud SaaS Devices Database VMs Containers Multi-cloud Hybrid-cloud ~ Metallic Recovery o _ _ _ :
WORKLOAD {\/5 Reserve™
[ £ [ & > &6
COVERAGE I A B L & &
¥

* Global Data Manager ' slolo —] + Immutable retention with full Air Gap network control

* Plans/Pools/SLA Outcomes vml € - - | « Comprehensive RBAC control & audit
CONTROL . ke = (CS - .

Secure control, access, validation & «  Security Assessment governance

PLANE * Cyber Recovery Readiness » Lifecycle - deduplication, encryption, verification

+  Multi-Cloud Highly available Single Pane of «  Granular policy control (client-level)

Glass (Physical or Virtual)

Commvault to Commvault to
NAS | SAN | Object NAS | SAN | Object

Emﬁ 0 Clogtir\);aul ‘

DATA PLANE ‘v 1(-;; SlT?

R ——

Object Tape ; Object Tape

°I ‘E o=
EIDI:I Logical Airgap w/ Deduplication E I:IDI:I

Any Storage Target Any Storage Target

Copyright © 2024 Commvault | All Rights Reserved
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Example - Cross Site + Plus Cloud Copy

COMMVAULT &)

&

Cloud Copy:

Site A

Primary Control Plane
“Commserve”

BB = =

ADpS Vs Files DBs  Mail ‘

HyperScale SAN NAS
[T—g] 1]
I—na]
G oi—mg) [=¢¢] =
Object Cloud
00|

=200
oao

Pool #1 / Copy #1

Native Cloud Storage

For all retention & LTR archive

Copy #3
A aws 3 Q) Cloud Copy

- B ---»

10GbE Direct
Connect to Cloud
70% Efficiency

Cross Site “DASH” Replication

Metallic® Recovery

Reserve M @

For <=12M Air-gap &
Hot/Cool Tier retention

Site B

Standby Control Plane
‘DR Commserve”

Apps VMs Files DBs Mail

—-— =

HyperScale SAN

Object Cloud

oo-a|
B2-00
ooo

i

Pool #2 / Copy #1

Cop
yrig
ht ©
blat]



Global data —
management

Security Posture Dashboard U
Lifecycle - deduplication, encryption, verification

Multi-Authorization Approvals

Immutable Storage
‘ ; .

Zero-Trust

Air Gap network topology controls
» Comprehensive SAML | MFA | RBAC control & audit

&) Commvault

Early WARNING
ThreatWise™ Cyber
Deception

Mimic real assets
Trick bad actors
Expose threats early

Contain attacks before
impact

B @
[-]

ASENENEN

Threat Lures that mimic and
behave-like legitimate
assets

I\ Flag any Anomalies in Dashboard

» @ a - B

National Institute of

Production Workloads

a4 -]

(]

- [E

Crown - L
Jewels
MFA | MPA | SAML | PAM | RBAC

SEIM & SOAR Playbooks

N
splunk > :LogRhythm @ ¥ .. ©Tanum  servicenow

The Secuiy Intatigense Eameay

#spaloalto  RAPIDF)

A
1
1
Proactive Anomaly Detection

Pre backup Detection During Backup Post Backup Analysis

v Live File Activity Changes
v" Windows C-D-M-R 5min
v" Honey Files

v File Activity Changes
(Linux — C-M-D-R)
v MIME Type Mismatch

v' Compare Corrupt file
versions from the latest
backup

v" Quarantine backup
Versions

Secure Immutable Storage

m —m HyperScale SAN NAS Object Tape Cloud
11 —110 — (il — o] O0@ [—
. I—110 = I fi—ve] @10 @.D %
Mimic Real Backup —— IEI m=we) OO0
Servers —

COMMVAULT ZERO TRUST FOUNDATION

/ Clean Recovery & Investigation

Clean
Recovery

(A--+

Investigate

Malware ThreatScan
v Signature Malware scan
v Entropy analysis

v" Quarantine Malware

, t
k¢ W O
** Risk Analysis o
v Identify Data Owners | Access |

Permissions

v" Export corrupted content for IRT
analysis, purge corrupted files from all
backup copies.

v Inspection of compromised content
area for PIl or other critical GDPR
contents for leakage or exposure
risks.

HyperScale X Metallic
MRR™

Cloud or HW Object
Time Locks

Standards and Technology
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Thank You
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