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INTRODUCTION

The trusted leader 
in cyber resilience.

#1
in cyber resilience for more 

than 25 years and counting.

1.4K
We have over 1.4K patents for 

groundbreaking innovation:

The first to unify data protection for on-

prem, cloud and hybrid.

The first to integrate ransomware protection 

into our platform.

The only to offer unique architecture with 

any-to-any portability and defense in depth

The only vendor to offer 

Cleanroom Recovery.

Gartner MQ Leader 

12 years running

Safeguard more than 

3 exabytes of cloud data

Only FedRAMP High 

cyber resilience platform

>3EB
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Immutability – Air-Gapping – Credential Vault 

Zero-Trust Architecture
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Actively defend data and its recoverability

Security Integrations
Visibility, coordination & countermeasures

ThreatWise
Surface cyberthreats 

in production

 

Risk Analysis 
Discover sensitive files &

prevent exfiltration

Security IQ
Alerting & security

posture improvements

Auto Recovery
Analyze, validate, & 

orchestrate recoveries

Threat Scan
Isolate malware, remediate 

risks, & prevent reinfection

Backup & Recovery
Fast, flexible, &

reliable response

On Premises Multi-Cloud SaaS Apps Containers Edge

Unified Management
Software – SaaS - Appliance

Proactive, Multi-layered Security



Intégration OpenVMS
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Architecture principe

Commvault 

HyperScale  X 

Appliance

  

Command Center 

GUI
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Prérequis OpenVMS
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OpenVMS dans Commvault 
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Architectures
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• Immutable retention with full Air Gap network control

• Comprehensive RBAC control & audit

• Security Assessment governance

• Lifecycle - deduplication, encryption, verification

• Granular policy control (client-level) 

Example Scale-up Architecture

Copyright © 2024 Commvault  |  All Rights Reserved

Highly available Single Pane of 

Glass (Physical or Virtual)

Any Storage Target

INDUSTRY’S 

BROADEST 

WORKLOAD 

COVERAGE

PRIMARY STORAGE WORKLOADS SECONDARY  STORAGE

On-prem Multi-cloud Hybrid-cloud SaaS Devices Database ContainersVMs Multi-cloud Hybrid-cloud Metallic Recovery 

Reserve

DATA PLANE

CONTROL 

PLANE

• Global Data Manager 

• Plans/Pools/SLA Outcomes

• Secure control, access, validation

• Cyber Recovery Readiness

• Multi-Cloud

Dedupe direct to 

Cloud

(no gateways )

Logical Airgap w/ Deduplication 

AirGap

Commvault Media Servers to 

NAS | SAN | Object

Commvault Media Servers to 

NAS | SAN | Object

SAN ObjectNAS

TLS 1.3 

(REST)

Cloud Vault 

Copy

  

  

  

  

    

Tape

Any Storage Target

SAN ObjectNAS

    

Tape



Example - Cross Site + Plus Cloud Copy

Cop

yrig
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Native Cloud Storage

For all retention & LTR archive

Metallic® Recovery 
Reserve

For <=12M Air-gap & 
Hot/Cool Tier retention

3

Copy #3

Cloud Copy

Primary Control Plane 

“Commserve” Standby Control Plane 

“DR Commserve”

Site BSite A

Cross Site “DASH” Replication

Cloud Copy:

10GbE Direct 

Connect to Cloud 

70% Efficiency

Cloud

SAN NAS

Object

HyperScale

Cloud

SAN NAS

Object

HyperScale

Pool #1 / Copy #1 Pool #2 / Copy #1

1 2



Secure Immutable Storage

Tape CloudSAN NAS Object

Mimic Real Backup 
Servers

HyperScale

  

MA MA

Clean Recovery & Investigation

Malware ThreatScan
✓ Signature Malware scan

✓ Entropy analysis

✓ Quarantine Malware

Risk Analysis
✓ Identify Data Owners | Access | 

Permissions

✓ Export corrupted content for IRT 
analysis, purge corrupted files from all 
backup copies.

✓ Inspection of compromised content 
area for PII or other critical GDPR 
contents for leakage or exposure 
risks.

Proactive Anomaly Detection 

Pre backup Detection During Backup Post Backup Analysis

✓ Live File Activity Changes
✓ Windows C-D-M-R 5min
✓ Honey Files

✓ File Activity Changes 
(Linux – C-M-D-R)

✓ MIME Type Mismatch

✓ Compare Corrupt file 
versions from the latest 
backup

✓ Quarantine backup 
Versions

Production Workloads

COMMVAULT ZERO TRUST FOUNDATION    

Crown
Jewels
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Zero-Trust

• Immutable Storage

• Air Gap network topology controls

• Comprehensive SAML | MFA | RBAC control & audit

• Security Posture Dashboard

• Lifecycle - deduplication, encryption, verification

• Multi-Authorization Approvals
  

Global data 
management

Flag any Anomalies in Dashboard

Clean 
Recovery 

Investigate

MFA     |     MPA     |      SAML     |      PAM     |      RBAC2

Early WARNING 

ThreatWise  Cyber 
Deception

✓ Mimic real assets
✓ Trick bad actors
✓ Expose threats early
✓ Contain attacks before  

impact

Threat Lures that mimic and 
behave-like legitimate 

assets

1
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Cyber Vault

Metallic
MRR

Cloud or HW Object 
Time Locks

HyperScale X

  
Airgap

+ and more…

SEIM & SOAR Playbooks



Q&A
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Thank You
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